DMZ Firewall

Amber LAN Firewall
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Internet >DMZ
Allowed: 443 TCP
Denied: Any

DMZ~>Internet
Denied: Any

DMZ-> Amber LAN
Webserver Allowed: 80 TCP to Web services
Allowed: AD/Kerberos/SMB to DCs

Cyberoam UTM

Amber LAN - DMZ
VPN Server Allowed: 3389 to Any

(C Copore )

Juniper
SRX240

The|Internet

Internet > AmberLAN
Allowed: 443, 80, VPN as required to specific IP

AmberLAN ->DMZ Juniper

VPN Server Allowed: 3389 to Any SRX240
DMZ-> AmberLAN
Webserver Allowed 80 TCP to Webservices

Call Centre = Server VLANs on Corporate Net

S o '
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Call Centre > Any
Allowed: 80, 443

Call Centre > Corporate Network / Internet
Allowed: 80, 443

Call Centre = Nod update server

Allowed: 84 h
S
Server VLANs on Corporate Net = Call Centre q

Allowed: DHCP Relay "
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Corporate Network = Call Centre Q3
Allowed: None Webservices Active Directory Servers VPN Server Amber/Customer
Webserver land?2 Website
UKSTelephones = Call Centre land2 Amber.local Webservers

Allowed: SIP, H323



